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Agenda
Topic Who Time (CET)

Opening: Introduction to governance of health data and speakers Jeroen Maas (DCCC) 15.00-15.05

Introduction Mwenya Kasonde Mwenya Kasonde (WHO, moderator) 15.05-15.10

Presentation: Health Data Governance Principles Kirsten Mathieson (Transform Health) 

Joseline Carias Galeano (Transform 

Health, ReCAINSA)

15.10-15.25

Reflection on Health Data Governance Principles Mwenya Kasonde

Pam Dixon (World Privacy Forum)

15.25-15.35

Q&A All - Mwenya Kasonde 15.35-15.45

Health Data Governance Principles next steps 

- IFPMA: data ethics principles 

- Call to action for DCCC members 

Luka Srot (IFPMA)

Jeroen Maas (DCCC)

15.45-15.55

Closing Mwenya Kasonde (WHO, moderator) 15.55-16.00



3Data saves lives 
(https://datasaveslives.eu/)

Adequate use of health data benefits
- Patients
- Healthcare systems
- Healthcare providers
- Medical research

Initiative by the European Patient’s Forum and the
European Institute for Innovation through Health 
Data



4On the intricacies of health data

Some questions to consider
• What data

• On what level of granularity

• To be acquired or existing data

• On what scale

• Who will be using it

• With what goal

• What part of the data will be made public



THE HEALTH DATA 
GOVERNANCE 
PRINCIPLES

Protect people | Promote health value | Prioritise equity 



● Driven and developed by civil society through 
an inclusive and consultative, bottom-up 
process. 

● Reflect perspectives and expertise - and 
ensured meaningful engagement - of diverse 
stakeholders from across geographies and 
sectors.

○ Eight global and regional workshops, incl 
youth consultation. 

○ One-month public consultation.

○ Over 200 contributors from over 130 
organisations.

● Process stewarded by Transform Health and 
partners.

DEVELOPING THE 
HEALTH DATA 
GOVERNANCE 
PRINCIPLES



OVERVIEW OF THE 
PRINCIPLES

● Human rights and equity lens. 

● Universal Health Coverage at their core.

● Supporting sustainable and resilient public 
health systems  

● Shared vision of equitable health data 
governance.

● Aim to maximising the public value of 
health data whilst protecting individual 
rights. 

● Strengthen the health data governance 
ecosystem.

● Critical step towards a global framework for 
health data governance.



THE 8 PRINCIPLES



OVER 75 
ENDORSEMENTS 

healthdataprinciples.org | #HealthDataPrinciples

http://healthdataprinciples.org/
https://twitter.com/hashtag/HealthDataPrinciples?src=hashtag_click


DRIVING ACTION ON 
THIS AGENDA 

Governments, regional bodies, private sector & 
organisations are urged to take action to strengthen 
health data governance by:

● Endorsing the Health Data Governance Principles. 

● Taking action around the World Health Assembly:

● Prioritising health data governance as part of global, 
regional and national agendas.

● Advocating for action and holding governments and 
stakeholders accountable.

● Meaningfully engaging communities (esp the most 
marginalised)  in discussions and decision making.

How can DCCC support?



healthdataprinciples.org



Core Elements
• Address individual and collective risk 
• Collect data with a defined purposes
• Collect personal or sensitive data only when 

necessary and with informed consent
• Use secure data collection and storage 

mechanisms
• Use de-identification and anonymization   
• Define inappropriate uses of health data
• Institute safeguards against discrimination, 

stigma, harassment and bias
• Provide guidance specific to marginalised 

groups and populations 

Health data governance must protect 
individuals, groups and communities against 
harm and violations at every stage of the data 
lifecycle. It should balance protection and rights 
with the societal value of data use for health.

PROTECT INDIVIDUALS
AND COMMUNITIES

PROTECT PEOPLE



Core Elements
• Align with best practises for data protection and 

privacy 
• Ensure consent is informed and understood in all 

its complexities
• Obtain collective consent where appropriate
• Define concrete exceptions to informed consent 
• Ensure data quality, availability, and accessibility 
• Reinforce health data governance with evidence
• Establish transparent and accessible processes 

and systems
• Institute feedback and accountability 

mechanisms

Health data governance should reinforce trust in 
data systems and practises. Developing health 
data governance systems in a participatory and 
transparent manner, and ensuring regulations and 
guidelines are accessible, understood, and 
followed in practice, can help build trust.

BUILD TRUST IN 
DATA SYSTEMS

PROTECT PEOPLE



Core Elements
• Require strong technical security measures 

for data processing  
• Mitigate risks related to security threats
• Ensure transparency around data breaches 
• Consider federated data systems

Data security is an essential component of 
health data governance, for the protection of 
individuals and communities. Processes for 
collecting, processing, storing, using, sharing 
and disposing data should all employ robust 
security mechanisms.

ENSURE DATA
SECURITY

PROTECT PEOPLE



PROMOTE HEALTH VALUE



Core Elements
• Evaluate the benefits of health data
• Use data to enhance health services for 

individuals and communities
• Encourage a culture of data-led insights and 

action 
• Address health system efficiency, 

effectiveness, and resilience
• Strengthen community ownership of health 

data 
• Enable and empower frontline health workers

Health data governance should enhance health 
system efficiency and resilience, improve health 
access, and advance health equity towards UHC. 
A whole health system approach must be applied, 
ensuring health data governance supports the 
systemic transformation of health systems.

ENHANCE HEALTH
SYSTEMS AND 
SERVICES 

PROMOTE HEALTH VALUE



Core Elements
• Establish data sharing rules and guidelines
• Validate informed consent before sharing 

data
• Promote interoperability of data systems 
• Define common data structures across health 

systems
• Define multiple levels of data access
• Use common definitions and global standards
• Support multi-sector partnerships

Data collection and sharing is a prerequisite 
for creating value from health data but must 
be done in ways that support equity and 
human rights. Data sharing allows for deeper 
and more significant insights related to health 
needs and challenges.

PROMOTE DATA 
SHARING AND
INTEROPERABILITY

PROMOTE HEALTH VALUE



Core Elements
• Evaluate the benefits of health data
• Use data to enhance health services for 

individuals and communities
• Encourage a culture of data-led insights and 

action 
• Address health system efficiency, 

effectiveness, and resilience
• Strengthen community ownership of health 

data 
• Enable and empower frontline health workers

Health data governance should enhance health 
system efficiency and resilience, improve health 
access, and advance health equity towards UHC. 
A whole health system approach must be applied, 
ensuring health data governance supports the 
systemic transformation of health systems.

FACILITATE INNOVATION 
USING HEALTH DATA

PROMOTE HEALTH VALUE



PRIORITISE  EQUITY



Core Elements
• Represent all groups and populations 

equitably in data
• Consider the unique needs of marginalised 

groups and populations
• Mitigate data bias 
• Use accessible language and plug knowledge 

gaps
• Implement inclusive data feedback 

mechanisms
• Promote equitable impact and benefit

Health data governance must ensure 
equitable representation in data of all 
individuals, groups and communities; 
meaningful participation of all groups in 
decision-making; and equitable access to 
data-generated health value.

PROMOTE EQUITABLE 
BENEFITS FROM 
HEALTH DATA

PRIORITISE EQUITY



Core Elements
• Apply a human rights lens to health data 

governance
• Define clear governance roles and 

responsibilities
• Codify data rights and ownership
• Extend data rights and ownership to products 

and services 
• Develop health data trusts and health data 

cooperatives
• Employ participatory data governance 

mechanisms
• Connect to broader accountability 

mechanisms

Health data governance should be rooted in strong 
and clear data-related rights. Data-related norms, 
principles, policies, and laws should be drawn from 
such overarching rights. This includes 
consideration of all human rights.

ESTABLISH DATA 
RIGHTS & OWNERSHIP

PRIORITISE EQUITY



22Wrapping up and looking forward 

For all your feedback, ideas and signing up to get involved: info@digitalconnectedcarecoalition.org

Upcoming DCCC calls:

19 May Digital health case study: 
On the preventive and curative digital 
care model in rural Bangladesh, 
presented by Prof. Khondaker Mamun

16 June Thematic call:  
The Lancet and Financial Times 
Commission on governing health 
futures 2030: growing up in a digital 
world

In summary:

- Please read the digital health principles
and endorse if you can

- Contact us for proposals and themes for
next calls

mailto:info@digitalconnectedcarecoalition.org

